IoTAC PILOTS !

SMART gy
HOME ¢

The IOTAC Consortium:
PROSUMER CELL Aws

Co-ordinator

Security By Design |oT Development
and Certificate Framework with
eQUANTAG Front-end Access Control

€ bidirectional
tnits of the cell and

Z Fraunhofer I[I// INTRASOFT

FOKUS INTERNATIONAL
DRONE OPERATION ation will focus on the vulnerability of
anned Air Systems and the vulnerability of
xed sensors that are in remote locations o
without human protection. A model of the tecnql.a kasperSky
system will be established with the user
workstations, a ground control station (GCS) for
UAVs, access points, and nodes. The system
will be built around a hybrid communication i .
network that combines fixed lines and wireless T LI | LIFE IS FOR SHARING. Universitst
segments.. The pilot will consist of testing the runtime monitoring Berlin

features implemented by the project and solutions to counter the
SAFEPAY |".|" AIRBUS

MEMBER OF BASQUE RESEARCH
&TECHNOLOGY ALLIANCE

possible attacks on the system.

The connected and automated vehicle pilot

will provide scenarios, where (V2X) data

exchange enables cooperative manoeuvres

integrating decision-making algorithms.
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CONCEPT:

The IoTAC project aims to deliver a secure and
privacy-friendly loT architecture that will facilitate
the development of more resilient IoT service
environments.

Our system, comprising of a secure gateway, runtime
security applications and cloud-based service
platforms, will provide comprehensive protection for
service environments of various industry domains.
The technology will not only protect new
deployments but can also enhance the security level
of legacy operations.

In the IoTAC architecture we deploy a combination of
state-of-the-art technologies and extend them with
new inherently secure processes and workflows.
Security countermeasures are implemented both at
hardware- and at software-level, which treat privacy
and data security as topmost priorities.
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FEAC introduces a novel approach using a secure
chip card with a user cardlet and PKI for user
authentication and authorisation. The solution
detaches transaction management from credential
control thus supports a truly decentralized operation.
The authentication and authorisation functions are
delegated to the front-end, to the user secure
application, while at the access points only the
integrity of the capability tokens need to be checked.
This simple architecture at the endpoints allows the
highest-level security even for resource constrained
devices.
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Within 10TAC,
Associative

a novel
Random Neural
developed and tested to provide highly accurate attack
detection of major Botnet attacks. The additional value

technique using the Auto-
Network (AARNN) is

of this technique lies in its training protocol which
relies on normal traffic patterns, not requiring data
regarding the possible attack patterns that the network
may encounter.

HONEYPOTS will be introduced with the purpose to
attract the attention of potential attacker to specific
environments that are not part of the actual system.
The honeypots will comprise of two layers, one visible
to the attackers, and another one that will be
dedicated for analysing the attackers’ behaviour.A
critical element of the I0TAC loT-enabled honeypots
will be the novel anomaly detection algorithms. Both
lightweight and advanced anomaly detection
techniques will be developed supporting the early
detection of behavioural changes of IoT devices, as
well as the identification of potential intrusions and
the conduction of root cause analysis for attack
patterns.
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The RUNTIME MONITORING SYSTEM (RMS) will
collect security-related data real-time from monitored
IoT systems and will store them for further processing.
The collected data will be used to drive analytics
algorithms that detect patterns of abnormal behaviour.
The system will feature lightweight monitoring probs
that will be responsible for the data collection and
publishing to the monitoring platform. The RMS will
provide appropriate configuration and management
mechanism over the monitoring probes as well as
appropriate data models and data transformation
engines that will enable the discoverability and
reusability of the collected data.

SECURE SOFTWARE DEVELOPMENT (SSD) enables
the development of more secure |oT software
applications by treating security at each phase of the
overall Security by Design Life Cycle. More
specifically, SSD will allow developers of an IloT
software application to (i) ensure the correct definition
of the security requirements, (ii) ensure the adherence
of the produced I|oT software application to the
originally defined requirements, (iii) evaluate the
security level of the loT software application, and (iv)
provide recommendations for security improvement.
Hence, SSD is expected to enable the continuous
monitoring and improvement of the security level of
software applications running on [oT platforms
throughout their overall development cycle.

KASPERSKY IOT SECURE GATEWAY (KISG) consists
of the KasperskyOS operating system with a
preconfigured set of application software. Kaspersky
IoT Secure Gateway is intended for installation on a
built-in  Advantech UTX-3117-S6A1N computer. The
KISG is designed to serve as a secure gateway for the
Internet of Things in an enterprise network. It protects
data at the gateway level by receiving, verifying and
distributing sensor messages received over the MQTT
protocol, and by relaying control commands to
actuators. The KISG will be used as a platform to
integrate the 10TAC runtime protection modules and to
provide multi layer protection in diverse IoT domains.
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